
Configuring the IBM Flex System Manager management node to Use 
Windows Active Directory LDAP Authentication 

Prerequisites: 

 You have completed the initial setup of the IBM Flex System Manager management node.   

Steps: 
You can choose to set up the IBM Flex System Manager management node to use secure or non-secure 
LDAP configuration. 

Secure LDAP authentication 
Complete the following steps to configure the IBM Flex System Manager management node to use 
Windows Active Directory secure LDAP authentication: 
 
1. Set up the Windows Active Directory domain controllers to allow secure LDAP authentication.  

For more information, see the following Microsoft TechNet article: 
http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-
certificate.aspx 

 
2. Verify that the Active Directory domain controllers are configured to use secure LDAP 

authentication.  The following event can be found from the domain controller’s Event Viewer.  
Alternatively, use the ldp.exe Windows tool to test secure LDAP connectivity with the domain 
controllers. 

 
 

3. Login to the IBM Flex System Manager user interface.  
Refer to step 5.4 of the quick start poster.  
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4. Ensure the IBM Flex System Manager security policy is Secure (the default) 
a. On the IBM Flex System Manager Home page, select the Administration tab.  Then, click 

the link for Configure Security Policy.  
b. Ensure Secure is the current FSM security policy.  

 
5. On the IBM Flex System Manager Home page, select the Administration tab again.  Then, select 

the link for Configure Flex System Manager User Registry.  Follow the steps in the User Registry 
Configuration wizard to complete the configuration.  
 

6. On the User Registry Type page, click Use an external user registry option and enter the host 
name and listening port for the LDAP server.  
 

7. Follow the steps for the remainder of the setup, entering the appropriate parameters for the 
external LDAP server. Detailed help is available for each panel.  

8. After you have completed the setup, the IBM Flex System Manager management node will use 
the specified LDAP server for user authentication.  
 
Below is a list of sample input parameters for the User Registry Configuration wizard.  
Host name: ad01.flexsys.ibm.com 
Port: 636 
Default base DN: CN=Users,DC=FLEXSYS,DC=IBM,DC=LOCAL 
Bind DN: CN=Administrator,CN=Users,DC=FLEXSYS,DC=IBM,DC=LOCAL 
Bind DN password: ****** <enter the password> 
User search filter: (&(sAMAccountName=%v)(objectcategory=user)) 
User group object filter: (objectCategory=group) 
User object filter: (|(objectCategory=person)(objectCategory=user)) 
Login attribute: sAMAccountName 
Member attribute: member 
File path of Certificate: <enter the path to the certificate> 
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Non-secure LDAP authentication 
By default, Windows Active Directory Domain Controllers support non-secure LDAP authentication. 
Complete the following steps to select one or more chassis to configure FSM to use this authentication 
method 

1. Login to the IBM Flex System Manager user interface.  
Refer to step 5.4 of the quick start poster. 
 

2. On the IBM Flex System Manager Home page, select the Administration tab.  Then, click the link 
for Configure Security Policy.  
 

3. From the Configure Security Policy page, click Legacy as the FSM security policy.  Then, click OK. 
Important:  There is potential security risk when using the Legacy security policy because data is 
not encrypted on the network. 
 

4. On the IBM Flex System Manager Home page, select the Administration tab again.  Then, select 
the link for Configure Flex System Manager User Registry.  Follow the steps in the User Registry 
Configuration wizard to complete the configuration.  
 

5. On the User Registry Type page, click Use an external user registry option and enter the host 
name and listening port for the LDAP server.  
 

6. Follow the steps for the remainder of the setup, entering the appropriate parameters for the 
external LDAP server. Detailed help is available for each panel.  
 

7. After you have completed the setup, the IBM Flex System Manager management node will use 
the specified LDAP server for user authentication.  
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8. Below is a list of sample input parameters for the User Registry Configuration wizard.  For more 
details, click on the Learn more… link, which is listed on each page in the wizard. 

Host name: ad01.flexsys.ibm.com 
Port: 389 
Default base DN: CN=Users,DC=FLEXSYS,DC=IBM,DC=LOCAL 
Bind DN: CN=Administrator,CN=Users,DC=FLEXSYS,DC=IBM,DC=LOCAL 
Bind DN password: ****** <enter the password> 
User search filter: (&(sAMAccountName=%v)(objectcategory=user)) 
User group object filter: (objectCategory=group) 
User object filter: (|(objectCategory=person)(objectCategory=user)) 
Login attribute: sAMAccountName 
Member attribute: member 
File path of Certificate: <leave it blank> 
 

9. Create smadmin, smmgr, smmon, smuser as domain local groups in Active Directory.  These are 
four initial role groups that the IBM Flex System Manager management node recognizes; each 
group has a set of specific privileges to access the IBM Flex System Manager management node. 
 

10. Create all new IBM Flex System Manager users from Active Directory by assigning each new user 
to one of the domain local groups created in the previous step.  
 

11. Log in to the IBM Flex System Manager user interface using one of the Active Directory users 
that you have created. 
 
Notes:  

a. The Active Directory domain name, such as FLEXSYS\administrator, is not required when 
logging in to the IBM Flex System Manager management node. 
 

b. If the LDAP server is not available for authentication due to offline or temporary out of 
service, use an administrative ID, such as USERID, to log in to the IBM Flex System 
Manager management node. 
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